
1©2021 Check Point Software Technologies Ltd. 

INTRODUCING 

CLOUDGUARD NDR

Network Detection and Response

FULL PREVENTION CYCLE:
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Uses non-signature-based techniques to detect suspicious traffic 
on enterprise networks

Models normal network traffic and highlight suspicious traffic that 
falls outside the normal range

Monitors and analyzes north/south traffic, as well as east/west traffic 
(as it moves laterally throughout the network).

Provides automatic or manual response capabilities to react to the 
detection of suspicious network traffic

Definition source: Gartner

(Previous name: Network Traffic Analysis)

Network 

Detection 

and 

Response
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Gartner Analysis of The Market

TBD 

Jonathan
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CloudGuard NDR

Security Everywhere

Network, Cloud, 

Endpoints, Mobile, IoT, 

and More – on a 

Single-pane-of-glass
Automated

Automated tailored security 

and full automation for the 

NDR closed cycle

Security that creates 

security – Context 

based Prevention!
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Use time to find devices repeatedly connecting 

to a rare external destinations hosted on 

suspicious infrastructure

Recurrent Connections
01

Find spikes in regular daily work to detect abnormal 

behavior, unsolicited network reconnaissance and 

lateral movement attempts 

Behavioral Anomalies

03

Use out of ordinary connections to detect 

potential attacks

Geo Anomalies

(Patent)

Analyze the response given to external scanners 

and deduces which of the scans actually found a 

vulnerability, and to which servers

Vulnerability Sonar

Find anomalies in user behavior to detect escalation of 

privilege and credential compromise attempts

User behavioral anomalies 

02

04

05
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The Full Cycle

Automatic 

Cycle

Find spikes in the data, by 

configurable order of magnitude

Find Spikes

Maintain dashboards, reports and 

alerts to communicate the detection 

to the customer 

Log and Alert
2

Select and group logs into desired 

features.

Aggregate customer’s logs

Automatic feed creation 

Create Indicators for Each 

Suspicious Connection
1 1

2

Use reputation, white listing, and 

more data to distil potential attacks 

from benign connections

Correlate and Enrich

The created feed can be consumed 

by any Check Point product – so 

the attack is prevented. 

Consume The Feed
3 3
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Automated and manual indicator 

feeds creation and publication

Cyber incident detected

• Threat prevented by inline solutions

• “Red Button” - Prevent mode*

Automated distribution of threat indicator 

feeds across all security solutions

Automated triage, pivoting and 

enrichment of attack data

Cloudguard NDR Closed-Loop Cycle
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Private Cloud On premises EDR* Public Cloud*

Artificial Intelligence Behavioral Analysis

Threat Intelligence Repository

* Azure and Endpoint are roadmap

CloudGuard NDR

Cyber Defense Center

Sensors

Cloudguard NDR High Level Architecture

Public Cloud
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HOW DOES IT WORK?
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False Positive Cleanup

TBD Tami
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How Do The Engines Work?

TBD Tami
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Behavioral Detection, Last 7 Days
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Results for 50 customers – Tuned low

~300 distilled new indicators per week

20% recurrent across different customers in 

different geographical areas

40% repetition in the same geographical area

80% True Positives

Customers can create their own intelligence feed, automatically adjusted to their context.

Other Check Point products can automatically consume the feed and create a full detection to prevention cycle. 
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Examples

PPT/CPX2021_PPT_Segues3.jpg
PPT/CPX2021_PPT_Segues3.jpg
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Financial Company – US

E-mail Phishing Campaign

Anomalous activity on mail port 25

Behavioral Alert

Tons of mails were sent to recipients in the company 

with similar title

Suspicious pdf attachment

Each attachment with different hash

Different hashes

TE verdict: Benign

TE verdict

01

02

03

04
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Regular host (not server) connecting to all machines 

in the segment

Behavioral Alert

Many detections from IPs

Many ports, many destinations – all internal

Employee running ncat inside the company

Source immediately identified in the alert

No other detection

The scanning was stopped

Hospital In Israel 

Unsolicited Network Scan

01

02

03

04
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State in US – Iranian Bot

Recurrent connections from one host to an 

unclassified IP

Recurrent Connections Alert

Owned by Iran Research Center of Theoretical Physics 

and Mathematics

Reputation server’s verdict is “Unclassified”

For the IP, and added to the feed 

Indicator Created

Indicator is unique

No other detections regarding this IP

01

02

03

04
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Trucks Company in Europe 

Malvertising

Abnormal connection to IP located in Kazkhtan

Behavioral Alert

Indicator is added to the feed so the firewall can 

consume it

Browsing to the resources 

results on advertising

01

Owned by a Kazkhtan host called Kaznic

Reputation server’s verdict is “Unclassified”
02

With occasional detections, always from re-directions

Same IP being called also by other 

organizations
03

04
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THANK YOU


