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The challenge CloudGuard™

> From detection to containment - 280 days*
> Missing Visibility - Security teams struggle to separate signal from noise

> Network Detection and Response is complementary to network prevention solutions
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* Source: - https://www.ibm.com/security/digital-assets/cost-data-breach-report/#/
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CloudGuard/SandBlast Now CloudGuard®

NOW is an advanced NDR solution that employs behavioral Al, data mining,

and advanced threat visualization to reduce detection-to-containment time

In-network sensors: Cyber Defense Center:

v Plug and play provisioning v SaaS application

v’ Zero configuration - minutes to full visibility v’ Multi-tenant, multi-tier

v’ Physical appliances / virtual machines v’ Automated 10C generation
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v On-premises, private and public cloud
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* Azure and Endpoint are roadmap

High-level architecture

Cyber Defense Center

kArtificiaI Intelligence

Behavioral Learning )
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Detection use cases CloudGuard’

1. Anomalous traffic patterns — bots, scans, data exfiltration
2. Vulnerable and infected assets

3. Network reconnaissance and malware lateral movement
4. Suspicious user behavior

5. Risky application activity
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Combining multiple approaches for detection iR

>Intelligence based detection — powered by Infinity
— Anti-Bot, Anti-Virus, IPS, Threat Emulation

> Deep Packet Inspection (DPI) and app fingerprinting |—Q&—

— Application Control, URL Filtering

»>Behavioral Anomalies
— Powered by ML and Al-based analytics
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Detection and threat hunting CloudGuard’

»>Configure alert center to point on high risk events

- Network threat mapping
- Packet capture

- Highlighting malicious and suspicious traffic

- Prediction of malware lateral spreading vector
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- Highlight assets found vulnerable by external scanners
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Threat visualization CloudGuard’
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Response Closed Loop CloudGuard

Review threat status dashboard,
_ and collect incident data
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